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Objective: One of the challenges in human resource management is the impact of risks
associated with Industry 4.0 on reducing workforce productivity. Therefore, the present
study aims to identify and determine the cause-effect relationships of human resource
risks in the fourth-generation automotive industry. Methodology: This study conducted
through a mixed-method (qualitative-quantitative) approach. The study population
comprises 16 experts and managers from an automotive company, selected through
purposive non-probability sampling. Results: Risks were identified and extracted in the
qualitative section using interviews and a combined (directed-conventional) content
analysis approach, then evaluated through the fuzzy Delphi method. The findings from
the qualitative section indicated that the most significant risks include “psychological
risk,” “technical risk,” “operational risk,” “social risk,” “legal risk,” “organizational risk,”
“managerial risk,” and “economic risk.” Subsequently, data collected through pairwise
comparison questionnaires were analyzed using the fuzzy cognitive map method. The
findings from this section revealed that “Human Resource Planning 4.0 risk,” “Employee
Investment 4.0 risk,” “Employee Payment 4.0 risk,” “Employee Regulations 4.0 risk,”
“Industry Standards 4.0 risk,” and “Employee Leadership 4.0 risk” are driving risks, in
such a way that the connections propagate through “Human Resource Planning 4.0 risk”
and “Employee Job Security 4.0 risk” across the entire system. Conclusion: Based on
these findings, it is concluded that a lack of effective Human Resource Planning 4.0
exacerbates risks, thereby endangering employees' job security and resulting in
psychological issues for employees within Industry 4.0. It is recommended that
automotive decision-makers focus on digital human resource strategy.

Keywords: human resources, Industry 4.0, human resource risks, fuzzy cognitive
map.
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EXTENDED ABSTRACT
Introduction

The advent of Industry 4.0 has brought transformative digital technologies such as artificial
intelligence, the Internet of Things, and blockchain, which have disrupted traditional human resource (HR)
management practices across industries, including automotive. These technological shifts demand
adaptation and realignment within organizations to maintain productivity and organizational resilience
(Javaid et al., 2024; Bhardwaj & Tiwari, 2024). In particular, the automotive industry, as a highly
industrialized sector, faces challenges in integrating advanced HR management aligned with digital
transformations, with human resource risks requiring strategic focus and management (Adamkova, 2020).
Studies indicate that HR functions under Industry 4.0 must pivot towards competencies that support these
digital transitions (Sivathanu & Pillai, 2018). This paper explores HR management risks specific to the
automotive sector under Industry 4.0, using a fuzzy cognitive map to determine risk relationships and
guide effective risk management.

Methodology

This mixed-method study involved 16 HR experts and automotive managers who were selected
through purposive non-probability sampling. Qualitative data were collected via semi-structured
interviews and subjected to a combined directed-conventional content analysis. Quantitative data were
analyzed using the fuzzy Delphi method, which identified key HR risk categories. Subsequently, a fuzzy
cognitive map was developed to elucidate the causal relationships between these risks.

Findings

The qualitative analysis identified eight main categories of HR management risks in the
automotive Industry 4.0 context, namely psychological, technical, operational, social, legal,
organizational, managerial, and economic. Each risk category has unique sub-risks, with psychological
risks, for example, encompassing mental health concerns and resistance to technological change among
employees. Among these, technical risk was highlighted, with 88% of experts indicating skill and
competency gaps in employees regarding Industry 4.0 technologies, such as artificial intelligence and
advanced robotics. Operational risks, like inadequate digital infrastructure, were also significant, with
75% of respondents noting limited access to Industry 4.0 technologies as a primary barrier.

The quantitative data, gathered through a fuzzy Delphi method, revealed several key driving risks
with high centrality, particularly HR Planning 4.0 (mean importance score of 8.6) and Employee
Investment 4.0 (mean importance score of 8.02). Analysis of the fuzzy cognitive map further indicated
that HR Planning 4.0 risk and Job Security 4.0 risk had the strongest impact on other risks, as they acted
as nodes through which most other risks propagated. For instance, the impact of HR Planning 4.0 risk on
job security and psychological risk was quantified, showing an influence rate of 84% and 78%,
respectively, highlighting the crucial role HR planning plays in maintaining job security and employee
well-being within Industry 4.0 settings.



Moreover, the analysis demonstrated that risks within the psychological and social categories were
particularly susceptible to the cascading effects of core driving risks. Specifically, psychological risks
related to employee stress and adaptability to new technology showed a 90% correlation with HR planning
deficiencies, underscoring that inadequate HR planning can amplify mental health issues. Similarly, social
risks, including job stability concerns, were also highly affected, with a 79% influence rate from Employee
Investment 4.0 risk. These findings suggest that to maintain a resilient workforce, automotive managers
must prioritize robust HR planning and strategic investment in employee development tailored to Industry
4.0 demands.

Discussion and Conclusion

Industry 4.0 necessitates advanced HR strategies to mitigate potential risks associated with digital
transformations in high-stakes sectors like automotive (Adamkova, 2020). Effective HR planning is central
to addressing risks that could otherwise lead to issues in job security and employee well-being.
Additionally, psychological and social risks remain prominent as employees navigate the balance between
technological demands and job stability (Ammirato et al., 2023). To manage these challenges, HR managers
are recommended to adopt comprehensive digital strategies that incorporate psychological and economic
support for employees transitioning to Industry 4.0 roles. Addressing this will reduce productivity loss
and enhance employee satisfaction, thereby fostering a resilient workforce capable of supporting the
industry's technological evolution (Noor et al., 2024).
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