D)

Journal Website

Article history:

Received 28 September 2024
Revised 24 October 2024

Accepted 16 December 2024
Published online 25 December 2024

Dynamic Management and Business Analysis

Volume 3, Issue 4, pp 176-190

E-ISSN: 3041-8933

Design and Implementation of a Hybrid Deep Learning Algorithm for
loT Attack Detection Using Harmony Search for Hyperparameter
Optimization and Feature Selection

Zahra Bakhshali%®, Alireza Poorebrahimi%®*, Ahmad Ebrahimi®®, Nazanin Pilehvari*

! PhD student, Department of Information Technology Management, Science and Research Branch, Islamic Azad University, Tehran, Iran.
2 Assistant Professor, Department of Industrial Management, Karaj Branch, Islamic Azad University, Alborz, Iran (Corresponding author).
3 Assistant Professor, Department of Industrial Management and Technology, Science and Research Branch, Islamic Azad University, Tehran, Iran.
4 Professor, Department of Industrial Management, West Tehran Branch, Islamic Azad University, Tehran, Iran.

* Corresponding author email address: poorebrahimi@gmail.com

Article Info

ABSTRACT

Article type:
Original Research

How to cite this article:

Bakhshali Z, Poorebrahimi A,
Ebrahimi A, Pilehvari N. (2024).
Design and Implementation of a
Hybrid Deep Learning Algorithm for
loT Attack Detection Using Harmony
Search for Hyperparameter
Optimization and Feature Selection.
Dynamic Management and Business
Analysis, 3(4), 176-190.
https://doi.org/10.61838/

*EEE

© 2024 the author(s). Published by
Knowledge Management Scientific
Association. This is an open access
article under the terms of the Creative
Commons Attribution 4.0
International (CC BY 4.0) License.

Objective: The primary objective of this study is to design and implement a
hybrid deep learning algorithm that integrates CNN and LSTM architectures
for the proactive detection of attacks in 10T networks.

Methodology: This study develops a hybrid CNN-LSTM algorithm for loT
attack detection, utilizing Harmony Search for both hyperparameter
optimization and feature selection. The Harmony Search algorithm is applied
in two optimization stages: first for tuning hyperparameters, and second for
selecting relevant features. The hybrid model is trained on loT data and
evaluated based on metrics such as accuracy, precision, recall, and F1 score.
Findings: The results indicate that the CNN-LSTM model optimized with
Harmony Search demonstrates superior accuracy and efficiency in detecting
loT attacks compared to traditional methods, leading to improved key
performance indicators and reduced computational overhead.

Conclusion: This approach can serve as a robust solution for proactive loT
attack detection and other security challenges.
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EXTENDED ABSTRACT
Introduction

The rapid expansion of the Internet of Things (1oT) has revolutionized various industries, including
healthcare, smart homes, smart cities, and industrial automation. However, this growth has significantly
increased the vulnerability of IoT systems to cyberattacks, presenting critical security challenges.
Traditional security methods often fail to address the dynamic and complex nature of 0T environments
effectively (Yousefnezhad et al., 2020). This study introduces an innovative approach leveraging advanced
deep learning techniques alongside metaheuristic optimization to enhance the detection of IoT network
attacks.

In recent years, 10T security has made notable advancements, emphasizing early attack detection
to prevent potential damages and ensure the reliability of 10T systems. Conventional approaches, such as
signature-based and anomaly-based detection using statistical models, have limitations in scalability and
adaptability. Advances in machine learning and deep learning suggest significant potential to improve
detection accuracy and response times. While LSTMs excel in processing temporal data, CNNs
demonstrate remarkable capabilities in spatial data analysis. Despite these advancements, challenges like
hyperparameter optimization and feature selection remain critical, as they substantially impact model
performance (Gautam et al., 2022; Khan, 2021; Khan et al., 2019).

This study aims to address these challenges by developing a hybrid deep learning model combining
CNN and LSTM architectures, optimized using Harmony Search, a metaheuristic algorithm. The proposed
model focuses on three primary objectives: optimizing hyperparameters for effective model training,
selecting relevant features to enhance performance, and evaluating the model's efficiency using
comprehensive 10T datasets. By tackling these goals, the research intends to provide a robust and efficient
solution for 10T attack detection, addressing the limitations of current methods and contributing to the
field with innovative optimization techniques and experimental validation.

Methodology

The proposed methodology for detecting intrusions in 10T networks comprises four main stages:
data loading and preprocessing, data splitting, model tuning, and model evaluation. Initially, 10T network
data is loaded and preprocessed, including handling missing values using appropriate imputation
techniques, normalizing data to scale features uniformly, and encoding target variables for machine
learning compatibility. Subsequently, data is divided into training and testing sets, ensuring both sets are
normalized separately to prepare them for model training.

The model tuning stage incorporates weight balancing to mitigate data imbalance, hyperparameter
tuning using custom-defined functions, and feature selection through Harmony Search optimization. This
stage ensures that the model is trained with optimal hyperparameters and features, enhancing its accuracy
and efficiency. A hybrid deep learning model, combining CNN, GRU, and LSTM layers, is designed to
leverage both spatial and temporal data features. CNN layers extract spatial features, while GRU and
LSTM layers focus on temporal relationships, with the model’s architecture optimized through iterative
adjustments.
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Model evaluation involves training the default and optimized models using the UNSW-NB15
dataset, a comprehensive 10T dataset containing both normal and attack traffic. Metrics such as accuracy,
F1-score, precision, recall, AUC, and confusion matrix are used to assess the models' performance. Results
indicate that the optimized model, which employs Harmony Search for hyperparameter and feature
selection, significantly outperforms the default configuration, showcasing its efficacy for intrusion
detection in 10T networks.

Findings

The findings demonstrate that the hybrid CNN-GRU-LSTM model, optimized using Harmony
Search, outperforms existing models in detecting attacks on 10T networks. During evaluation on the
UNSW-NB15 dataset, the model achieved an accuracy of 93.24%, precision of 89.00%, recall of 91.00%,
and an F1 score of 90.00% on the test data. These metrics confirm the model’s ability to accurately
distinguish between attack and normal traffic. Furthermore, the model achieved a ROC-AUC score of
93.24%, showcasing its superior capability in identifying true positive cases while minimizing false
positives. Compared to individual models like CNN (accuracy: 90.50%, F1 score: 87.00%), GRU
(accuracy: 91.20%, F1 score: 87.85%), and LSTM (accuracy: 91.50%, F1 score: 88.25%), the hybrid
model consistently performed better across all evaluation metrics.

In comparative analysis, the proposed hybrid model also surpassed other combination models,
such as CNN-LSTM, which achieved an accuracy of 92.00% and an F1 score of 88.75%. The superior
results of the CNN-GRU-LSTM model can be attributed to its ability to integrate spatial feature extraction
(via CNN) with temporal dependencies (via GRU and LSTM), while optimized hyperparameters and
feature selection ensured enhanced performance. These results highlight the robustness and effectiveness
of the proposed approach in securing IoT environments, emphasizing its potential as a reliable solution
for intrusion detection in complex 10T networks.

Discussion and Conclusion

This study aimed to design and implement a hybrid deep learning algorithm for 10T attack
detection, leveraging Harmony Search for hyperparameter optimization and feature selection. The results
demonstrated that the proposed CNN-GRU-LSTM model outperformed standalone models like CNN,
GRU, LSTM, and hybrid models such as CNN-LSTM across all key performance metrics, including
accuracy (93.24%), precision (89.00%), recall (91.00%), and F1 score (90.00%). These findings
underscore the effectiveness of combining spatial and temporal feature extraction methods with
metaheuristic optimization for improving the accuracy and efficiency of 10T intrusion detection systems.

The research highlights the importance of hybrid models and optimization techniques in enhancing
10T network security. While this study provides valuable insights into using neural network architectures
and optimization algorithms, challenges remain, such as testing models under diverse conditions and
optimizing computational efficiency. Future research could explore the impact of larger and more diverse
datasets, implement alternative optimization techniques, and evaluate other model combinations.
Additionally, real-world applications of these systems could further validate their potential, contributing
to enhanced security in 10T environments and fostering trust in smart technologies and industrial systems.
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